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Education & Employment
2022-2026 Postdoctoral Researcher/Research Associate, Chalmers Security & Privacy Lab,

Chalmers University of Technology, Gothenburg.
2022 Postdoctoral Researcher, Institute for Information Systems and New Media, Vienna

University of Economics and Business (WU Wien), Vienna.
2022 Qualification MCF Section 271, Qualification à la Maîtrise de Conférence.
2021 Research Associate, Sustainable Computing Lab - WU Wien, Vienna.

2019-2020 Lecturer, Databases and applications, Université Grenoble-Alpes, Full-time employment.
2016-2020 PhD Thesis, Inria Privatics, Lyon, Enhancing Transparency and Consent in the IoT.

INSA Lyon (National Institute of Applied Sciences)
2016 Master Thesis, Uppsala University, Uppsala, Data science and AI.
2015 Exchange student, Uppsala University, Uppsala, Erasmus program.

2012-2016 Engineering Degree in Computer Science, Polytech’, Lyon.
2010 Baccalauréat Scientifique, Lycée Vaugelas, Chambéry, Mention Bien (High Honours).

Specialization in Mathematics

Highlights
2025 Keynote speaker at the International Workshop on Security and Privacy-Preserving AI/ML

2025-2026 Program co-chair at the International Workshop on Privacy Engineering
2024 Selected member of the EDPB Support Pool of Experts in Information Security
2024 Feedback on the application of the GDPR, Call for Evidence initiated by the European

Data Protection Board (Victor Morel, Cristiana Santos)
2022-2025 Supervisor of 11 master thesis in computer security and privacy - 4 industrial theses
2022-2025 Lecturer in Cryptography at Chalmers (130 students) - Privacy-Enhancing Technologies
2022-2023 Interviews in privacy and data science podcasts featuring my academic work

Data Skeptic - Shifting Privacy Left - Master of privacy
2020 Development of CoIoT, a privacy assistant to manage consent in the IoT. Using a

privacy-by-design approach, CoIoT enables the definition of one’s own privacy policy to
automatically interact with IoT devices. Published in WISEC2020 (ACM Conference on
Security and Privacy in Wireless and Mobile Networks) during my PhD.

1The French qualification is a national evaluation on teaching competence, required to be eligible to French associate
professor positions. The section 27 is dedicated to evaluating computer science teaching skills.

mailto:research@victor-morel.net
http://victor-morel.net
http://www.linkedin.com/in/victor-morel-72b82a349
https://www.cse.chalmers.se/research/group/security/
https://spaiml.com/2025/
https://www.iwpe.info/
https://www.edpb.europa.eu/support-pool-experts-spe-programme_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14054-Report-on-the-General-Data-Protection-Regulation/F3454132_en
https://dataskeptic.com/blog/episodes/2022/your-consent-is-worth-75-euros-a-year
https://shiftingprivacyleft.buzzsprout.com/2059470/13499257-s2e27-automated-privacy-decisions-usability-vs-lawfulness-with-simone-fischer-hubner-victor-Morel
https://mastersofprivacy.com/cristiana-santos-and-victor-morel-the-problem-with-cmps-and-tcf-based-cookie-paywalls/
https://wisec2020.ins.jku.at/proceedings/wisec20-1001.pdf


Academic service
2026 Program Committee member for ACM CCS - leading conference on computer security

and privacy (CORE A*) - Security Usability and Measurement Track
2023-2025 External reviewer for S&P, WWW, ESORICS
2025-2026 IWPE Program Co-chair (Publicity chair 2024, PC member 2023)

2024 Selected member of the EDPB Support Pool of Experts in Information Security
2024-2025 Annual Privacy Forum Program Committee member
2023-2025 Co-leader of the Ethical, Legal and Societal Aspects WASP cluster
2022-2025 Co-organizer of the Security and Privacy Seminar series at Chalmers
2024-2025 Co-organizer of the Security and Privacy Lab Summer Retreat (40+ participants)

2023 CyberSecIT workshop organizer
2023 IFIP Summer school Program Committee Member and session chair

2022-2025 PoPETS Program Committee member (former external reviewer 2021-2022)
2021-2022 W3C Consent Community Group member
2016-2020 CUMI (Comité des Utilisateurs des Moyens Informatiques) member, user representative2

Academic Publications
Under

submission
The TCF doesn’t really A(A)ID – Automatic Privacy Analysis and Compliance of TCF-
based Android Applications (Victor Morel, Cristiana Santos, Pontus Carlsson, Joel Ahlin-
der, Romaric Duvignau)

IEEE Access
2025

AI-driven Personalized Privacy Assistants: a Systematic Literature Review (Victor Morel,
Leonardo Iwaya, Simone Fischer-Hübner), IEEE Access - Open Access Journal

ICWSM2025
CORE A

"I’m not for sale" – Perceptions and limited awareness of privacy risks by digital natives
about location data (Antoine Boutet, Victor Morel), International AAAI Conference on
Web and Social Media, Copenhagen, Denmark

APF2025 "I will never pay for this" Perception of fairness and factors affecting behaviour on ’pay-
or-ok’ models (Victor Morel, Farzaneh Karegar, Cristiana Santos), Annual Privacy Forum

ICISSP2025 To Be or Not to Be (in the EU): Measurement of Discrepancies Presented in Cookie
Paywalls (Andreas Stenwreth, Simon Täng, Victor Morel3), International Conference on
Information Systems Security and Privacy, Porto, Portugal

WPES2023 Legitimate Interest is the New Consent – Large-Scale Measurement and Legal Compliance
of IAB Europe TCF Paywalls (Victor Morel, Cristiana Santos, Viktor Fredholm, Adam
Thunberg), Workshop on Privacy in the Electronic Society @ ACM CCS, Copenhagen

IWPE2023 Automating privacy decisions – where to draw the line? (Victor Morel, Simone Fischer-
Hübner), International Workshop on Privacy Engineering @ Euro S&P, Delft, Netherlands

PST2023 Tapping into Privacy: A Study of User Preferences and Concerns on Trigger-Action
Platforms (Piero Romare, Victor Morel, Farzaneh Karegar, Simone Fischer-Hübner),
Annual International Conference on Privacy, Security, and Trust, Copenhagen, Denmark

TRUSTCOM
2023

Putting a Padlock on Lambda – Integrating vTPMs into AWS Firecracker (Melker Veltman,
Alexandra Parkegren, Victor Morel3), IEEE International Conference on Trust, Security
and Privacy in Computing and Communications, UK

2The CUMI is in charge of bridging the IT services and IT users at Inria.
3Most senior author.

https://www.sigsac.org/ccs/CCS2026
https://sp2025.ieee-security.org
https://www2025.thewebconf.org/
https://esorics2025.sciencesconf.org/
https://www.iwpe.info/
https://www.edpb.europa.eu/support-pool-experts-spe-programme_en
https://privacyforum.github.io/
https://internal.wasp-sweden.org/ethical-legal-and-societal-aspects/
https://www.cse.chalmers.se/research/group/security/event
https://www.cse.chalmers.se/research/group/security/cybersecit/
https://ifip-summerschool.github.io/
https://petsymposium.org/
https://www.w3.org/community/consent/
https://victor-morel.net/publication/pets2026/
https://victor-morel.net/publication/pets2026/
https://ieeexplore.ieee.org/document/11159499
https://ieeexplore.ieee.org/document/11159499
https://arxiv.org/abs/2502.11658
https://portal.core.edu.au/conf-ranks/2169/
https://arxiv.org/abs/2505.12892
https://arxiv.org/abs/2410.06920
https://arxiv.org/abs/2309.11625
https://arxiv.org/abs/2305.08747
https://arxiv.org/abs/2308.06148
https://arxiv.org/abs/2310.03522
https://arxiv.org/abs/2310.03522


WPES2022 Your Consent Is Worth 75 Euros A Year – Measurement and Lawfulness of Cookie Paywalls
(Victor Morel, Cristiana Santos, Yvonne Lintao, Soheil Human), Workshop on Privacy in
the Electronic Society @ ACM CCS, Los Angeles, USA

IWPE2022 Data Protection and Consenting Communication Mechanisms (S. Human, H. J. Pandit,
V. Morel, C. Santos, M. Degeling, A. Rossi, W. M. Botes, V. Jesus, I. Kamara), Interna-
tional Workshop on Privacy Engineering @ Euro S&P, Genoa, Italy

SOUPS2021 SoK: Three Facets of Privacy Policies (Invited Poster) (Victor Morel, Raúl Pardo), Sym-
posium on Usable Privacy and Security, Online

WPES2020 SoK: Three Facets of Privacy Policies (Victor Morel, Raúl Pardo), Workshop on Privacy
in the Electronic Society @ ACM CCS, Online

WISEC2020 DEMO: CoIoT: A Consent and Information assistant for the IoT (Mathieu Cunche, Daniel
Le Métayer, Victor Morel4), ACM Conference on Security and Privacy in Wireless and
Mobile Networks, Online

SPIoT2019
(book

chapter)

UPRISE IoT: User Centric Privacy and Security in the IoT
(S. Giordano, V. Morel, M. Onen, M. Musolesi,5 D. Andreoletti, F. Cardoso, A.
Ferrari, L. Luceri, C. Castelluccia, D. Le Métayer, and C. Van Rompay), Security and
Privacy in the Internet of Things

TRUSTCOM
2019

A Generic Information and Consent Framework for the IoT (Mathieu Cunche, Daniel Le
Métayer, Victor Morel4), IEEE International Conference on Trust, Security and Privacy in
Computing and Communications, Rotorua, New Zealand

IWPE2018 Enhancing Transparency and Consent in the IoT (Victor Morel, Daniel Le Métayer,
Mathieu Cunche, Claude Castelluccia), IWPE @ Euro S&P, London, UK

Teaching
2022-2025 Lecturer and co-instructor in Cryptography (master level, 130 students)

Creation of a new lab assignment, creation of a new lecture about Privacy-Enhancing
Technologies and Ethics of Cryptography, organization of weekly meetings.

2022-2023 Junior course assistant and Lecturer in Advanced Programming in Python (230 students)
Lecture, structuring the course on GitHub classrooms, automatic grading tests.

2024 Guest lecturer INSA de Lyon - Co-creation of a new lecture and lab assignment on
privacy risks with Professor Antoine Boutet (master level, 100 students)

2019-2020 Databases and applications (en & fr) - ATER (Temporary Research and Teaching
Attaché)6 - Université Grenoble-Alpes DLST, IM2AG, MOSIG INP / Full teaching load
including lectures, assignments, TAs recruitment, and exams management.

2017-2019 Computer basics: Networks and security - Part-time teacher - Insa Lyon 3BIM
2016-2019 Genetic Algorithms and Project Management - Part-time teacher - Insa Lyon 4BIM
2016-2019 Algorithms and Programming 4 - Teaching Assistant - Insa Lyon 2PCC

2016 Database Design 1 - Teaching Assistant - Uppsala University

4We took an alphabetical order as a naming convention but I am the lead author.
5The underlining denotes the main authors for this particular publication.
6See https://en.wikipedia.org/wiki/Academic_ranks_in_France

https://arxiv.org/abs/2209.09946
https://epub.wu.ac.at/8604/
https://www.usenix.org/system/files/soups21-poster35-morel.pdf
https://hal.inria.fr/hal-02267641
https://wisec2020.ins.jku.at/proceedings/wisec20-1001.pdf
https://pdfs.semanticscholar.org/4451/8fed85347ce0a7e734d7a9c34affde8e881e.pdf
https://hal.inria.fr/hal-02166181
https://hal.inria.fr/hal-02166181
https://hal.inria.fr/hal-01709255
https://en.wikipedia.org/wiki/Academic_ranks_in_France


Supervision
2026

(planned)
Master thesis Chalmers - Anton Wirdemo - Comparing strategies and efficiency of
various adblocking mechanisms7

2026
(planned)

Master thesis Chalmers - Fabian Paglianno Persson, Victor Ebbesson - Privacy-friendly
mutual contact discovery in interoperable messaging apps7

2026
(planned)

Master thesis Chalmers - Phishing Awareness Training and Simulated Attacks: Security
Risks of Whitelisting Practices

Ongoing Master thesis (industrial) Chalmers - Oleksii Koshovyi, Shiqi Wu - Network Intrusion
Detection System based on Long Short-Term Memory Recurrent Neural Network

2025 Master thesis Chalmers - Janek Stoppkotte - PrivTAP: A usable privacy assistant for
Trigger-Action Platforms7

2025 Master thesis (industrial) Chalmers - Oliver Brottare, Tomas Alander - Assessing privacy
vs. efficiency tradeoffs in open-source Large-Language Models7

2025 Master thesis Chalmers - Joel Ahlinder, Pontus Carlsson - Privacy analysis of TCF-based
Android applications7

2025 Master thesis (industrial) Chalmers - Tobias Andersson, Axel Windisch - Lightweight
Key Generation for IoT Devices

2024 Master thesis (industrial) Chalmers - Elin Hagman, Mojtaba Ataie - Enhancing the
Security of WebAuthn Implementations: Addressing the Threat of Phishing Attacks from
Subdomains

2024 Master thesis Chalmers - Simon Täng, Andreas Stenwreth - Cookie Paywall Discrepancies,
Assessing differences between operating systems, web browsers and geographic locations
(Resulted in ICISSP2025)7

2024 Master thesis Chalmers - Björn Rosengren, Sebastian Sjögren - Subscription Management
Platforms under the GDPR, A technical study of Subscription Management Platforms7

2024 Master thesis Chalmers - Souptik Paul - Attribute Based Credentials for Subscription-
based Services7

2023 Master thesis (industrial) Chalmers - Alexandra Parkegren, Melker Veltman - Trust in
Lightweight Virtual Machines: Integrating TPMs into Firecracker (Resulted in TRUST-
COM2023)

2023 Master thesis Chalmers - Adam Thunberg, Oskar Wallgren - Large-scale Detection of
Cookie Paywalls (Resulted in WPES2023)7

2023 Master thesis Chalmers - Viktor Fredholm, Simon Hansson - To pay, or not to pay:
whether ’tis tastier to indulge in cookies or guard thy privacy (Resulted in WPES2023)7

7Proposal based on my research.



PhD thesis
Title Enhancing Transparency and Consent in the IoT

Supervisors Daniel Le Métayer - Claude Castelluccia
Abstract Following the recent General Data Protection Regulation (GDPR) and the growth of the

Internet of Things (IoT), this thesis provides technical means to meet the requirements of
the GDPR over informed consent. The contribution is a generic framework to communicate
information and manage consent in the IoT. This framework is composed of a protocol
to communicate and negotiate privacy policies, requirements to present information and
interact with data subjects, and requirements over the provability of consent. This
framework can be implemented using different technical options, and a prototype has
been devised to show the feasibility of the implementations.

Recent Invited Talks & Awards
Oct 2025 Keynote speaker at the International Workshop on Security and Privacy-Preserving AI/ML
Oct 2024 Invited talk at the French Data Protection Authority (CNIL) – Seminar on “Cookies and

Web Tracking”
March 2024 Invited talk at the Privaski Seminar (Privacy Alpine Seminar) - France
March 2024 Invited talk at the CITI Lab - France

June 2023 IWPE Second best presentation award
Nov 2022 Invited talk at Karlstad University
June 2021 Invited talk at the Sustainable Computing Lecture Series (Vienna, online)

Outreach
2025 Open letter against the introduction of backdoors in E2EE messaging apps in Sweden

(Elena Pagnin, Simone Fischer-Hübner, Victor Morel), 85+ signatories, press coverage
2024 Feedback on the application of the GDPR, Call for Evidence initiated by the European

Data Protection Board (Victor Morel, Cristiana Santos)
2024 Call for views on “consent or pay” business models, initiated by the UK Information

Commissioners’ Office (Cristiana Santos, Victor Morel, Farzaneh Karegar)
2024 Technical expertise on the initial Swedish proposal about the application of the eIDAS

regulation, a joint effort led by Andrei Sabelfed with a subset of my research group.
Nov 2023 Interview by the podcast Masters of Privacy – Cristiana Santos and Victor Morel: The

problem with CMPs and TCF-based cookie paywalls
Sept 2023 Interview by the podcast Shifting Privacy Left – “Automated Privacy Decisions: Usability

vs. Lawfulness” with Simone Fischer-Hübner & Victor Morel
Nov 2022 Interview by the podcast Data Skeptic – Your Consent is Worth 75 Euros a Year

2022 Translation (English to French) – Law for Computer Scientists (and other folks) from
Mireille Hildebrandt - Compendium (summarized and simplified)

2018-now Member of FELINN’s s collegiate council, a French non-profit (“association loi 1901”)
defending decentralization, privacy, and free software through popular education.

https://planete.inrialpes.fr/people/lemetayer/
https://team.inria.fr/privatics/claude-castelluccia/
https://spaiml.com/2025/
https://linc.cnil.fr/seminar-cookies-and-web-tracking
https://linc.cnil.fr/seminar-cookies-and-web-tracking
https://www.citi-lab.fr/2024/04/15/citi-seminar-victor-morel-chalmers-university-of-technology-18th-march-2024-at-2pm/
https://www.sustainablecomputing.eu/blog/6034/enhancing_information_and_consent_in_the_internet_of_things/
https://epagnin.github.io/open_letter.pdf
https://www.svd.se/a/OoJ4x3/darfor-ar-bakdorrar-in-till-sakra-appar-en-dalig-ide-skriver-forskare
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/14054-Report-on-the-General-Data-Protection-Regulation/F3454132_en
https://ico.org.uk/media2/0zeatdun/20240417-corp-cfv-reply-uk-dpa_redacted.pdf
https://www.regeringen.se/rattsliga-dokument/statens-offentliga-utredningar/2023/10/sou-202361/
https://www.regeringen.se/rattsliga-dokument/statens-offentliga-utredningar/2023/10/sou-202361/
https://mastersofprivacy.com/cristiana-santos-and-victor-morel-the-problem-with-cmps-and-tcf-based-cookie-paywalls/
https://mastersofprivacy.com/cristiana-santos-and-victor-morel-the-problem-with-cmps-and-tcf-based-cookie-paywalls/
https://shiftingprivacyleft.buzzsprout.com/2059470/13499257-s2e27-automated-privacy-decisions-usability-vs-lawfulness-with-simone-fischer-hubner-victor-Morel
https://shiftingprivacyleft.buzzsprout.com/2059470/13499257-s2e27-automated-privacy-decisions-usability-vs-lawfulness-with-simone-fischer-hubner-victor-Morel
https://dataskeptic.com/blog/episodes/2022/your-consent-is-worth-75-euros-a-year
https://victor-morel.net/post/lfcs/
https://www.felinn.org/


Research projects
2022-2025 CyberSecIT WASP funded project, Chalmers member, in collaboration with Umeå Univer-

sity, KTH, and industrial/public-sector partners with Ericsson AB, ICA Gruppen AB, City
of Stockholm. Workshop organizer, website manager, logo designer.

2022 RESPECTeD-IoT NetIdee funded project (co-applicant), Austria.
2016-2019 UPRISE-IoT CHIST-ERA EU funded project. Inria member, in collaboration with University

of Applied Sciences and Arts of Southern Switzerland - Switzerland, EURECOM - France,
and University College London - United Kingdom.

Open software artifacts and datasets
Cookie

Paywalls
Dataset

Most comprehensive dataset about cookie paywalls to date (804 verified). Includes their
country of origin, the category of the website hosting them, their CMP, and SMP if any.
Published in ICISSP2025 with my master students during my postdoc.

CoIoT CoIoT is an assistant to manage consent in the IoT. It takes the form of an Android app
enabling the definition of data subject privacy policies to automatically interact with IoT
devices according to the user’s choices. Published in WISEC2020 during my PhD.

MoT Map of Things is a map to visualize devices in the smart city collecting personal data.
Published in SPIoT2019 during my PhD.

Skills
Security &

Privacy
Privacy Engineering, Privacy Policies, Usability, Auditing, Web Tracking, Human-Computer
Interactions, Cryptography, AI & Privacy, GNU/Linux security and CLI

Soft skills Project Management, Teaching, Communication, Leadership, Analytical Thinking
Misc. Python, SQL, Java, LATEX, Android SDK, C++

Languages
English C2 French Mother tongue
Italian A2 Swedish/Norwegian A2

Others activities and hobbies
{ Free software/Linux { Computer security
{ Climbing (former instructor) { Yoga
{ Ski touring { Trail running
{ Bass guitar { Choir singer
{ Philosophy { Humanities
{ Wine tasting { Cooking

https://www.cse.chalmers.se/research/group/security/cybersecit/
https://www.netidee.at/respected-iot
https://www.chistera.eu/projects/uprise-iot
https://github.com/Trooja/cookie-paywall-discrepancies/blob/main/cookie-paywalls.csv
https://github.com/Trooja/cookie-paywall-discrepancies/blob/main/cookie-paywalls.csv
https://github.com/Trooja/cookie-paywall-discrepancies/blob/main/cookie-paywalls.csv
https://arxiv.org/abs/2410.06920
https://gitlab.inria.fr/vmorel/coiot
https://wisec2020.ins.jku.at/proceedings/wisec20-1001.pdf
https://web.archive.org/web/20210308153422/https://mapofthings.inrialpes.fr/
https://pdfs.semanticscholar.org/4451/8fed85347ce0a7e734d7a9c34affde8e881e.pdf

