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Automated consent?

Automated Consent: Previous work has demonstrated that
automated consent models can predict users’ data-sharing
decisions with high accuracy and avoid prompting users for
most decisions, drastically reducing user burden [42]. How-

What is Cookie Banners Handling?

Firefox now clears these annoying cookie banners on your behalf. We'll always hit “Reject all” if we

have that option though in absence of a "Reject all” we'll do what you'd do otherwise and hit "Accept
all”

But can we automate consent? If yes, to what extent?
(And is it the only type of privacy decision?)

Informing the Design of a Personalized Privacy Assistant for the Internet of Things, Colnago et al., 2020
https://community.mozilla.org/en/campaigns/firefox-cookie-banner-handling/
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Privacy decisions

Privacy permissions

android

Privacy preferences

Making your
Web site P3P
compliant

Consent
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Legal background

Consent in the EU

GDPR says:
* informed, specific, freely given, and unambiguous, and
* entails a clear statement or an affirmative action, also
* as easy to withdraw as to give.

* Consent must be explicit for sensitive data, profiling, and transfers to third countries
without adequate protection (e.g. USA).

Other relevant considerations
* ePD
* Right to object (e.g. direct marketing and profiling)
* Data Protection by Design and by Default
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What about usability?

policy. By using this webdie you are agreeing o 5. Ta find cut more reed our updated Use of Cookle

15 minutes a day rejecting cookie banners!

https://www.vice.com/en/article/m7epda/its-bad-design-on-purpose-why-website-cookie-banners-look-1like-that
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Can't we have the best of both worlds?
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Are usability and lawfulness mutually exclusive?
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Manual decisions

Permissions
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Solitaire Classic

Version 2.322.0 may request access to

[2] oOther

« have full network access
« view network connections

« prevent phone from sleeping
« Play Install Referrer API

« view Wi-Fi connections

« run at startup

« receive data from Internet

0 ® 0100%

Preferences

Consent

Did someone say ... cookies?

bus
properly. S

ur impre

Acceptall cookies

Twitter and its partners use cookies to provide you with a better, safer and f
o re ne y our

ter service and to
es, and m:

Refuse non-essential cookies

Reject

Z

Turn On GPC

Enable Global Privacy Control to

communicate your privacy preference.
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Semi-automated decisions

Permissions (AOFU)

p q
]
Allow VLC to access photos,
media, and files on your
device?

Allow

Deny

Preferences (“on-the-fly")

My current privacy settings:

| \ﬁ Medium Privacy Settings b ‘
[ acrept mismatch

For this transaction only

For this transaction and save as new settings

Consent (dynamic)

Congent to customize your event recommendations

It seems you enjoy watching Sports on TV. Apricot
would like to add this programme category te your
preferences for event recommendations.
Why Apricot uses your interest in Sports:

Improve the event recommendations for you

Where your data will be stored:

servers in Europe (protective measures)
On servers in the USA (run by our affiliates

For how 16ng your data will be stored:
- Until you revoke your consent, or delete your
account for the Apricot Event Recommender

Do you consent to have your interest in Sports being
used for the event recommendations you'l receive?

O Yes, add the categery Sports

From now on, you may aleo receive event
recommendations based on this category.

O No, don't add the category Sports
This TV programme category won't be added to the

list of categories you'll receive event
recommendations. for

‘ && Privacy policy | 3 Dashboard | G auit
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Fully automated decisions

Permissions

Automatically inferred (over 95% accuracy)

Preferences
Against Data Protection by Design?

Consent

1 DON'T CARE ABOUT COOKIES

Get rid of ann rom almost

And the other approaches mentioned before.

Reject

Consent-O-Matic
by dkGof
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In a nutshell

Manual decisions
Set the onus on users

Fully automated decisions

Almost always in conflict with legal requirements (with the exception of reject decisions)

Semi-automated decisions

Can meet both ends of usability and legal compliance.
But careful about the design!
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Future work - SoK

* Systematic Literature Review methodology
* 111 papers after screening

» 18 about consent

» 51 about permissions
» 36 about preferences
» 6 about reject

% Trend in the 201x to design recommender systems for social networks

* Interesting things to quantify can be:

» the source of data (preferences, past choices, metadata, external data, etc)

» the end-goal environment (social media, loT, mobile apps, web generally speaking)

» the accuracy

» whether the solution uses machine-learning or not, and if the decision made is explainable
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Future work - Usable Permissions in loT TAP
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Future work - Usable Permissions in loT TAP

Dynamic Consent & On the Fly Permission
Management

Access Request

. Access permission
No access permission

If ”risky” context | sensitive data, : Else: Yes
or third country transfer or profiling '
or "re-purposing”

I

Request Consent

Request dynamic consent

If yes: :

Ask if permission should No p :

be adapted "on the fly” (to If no: o

more generous ones) Yes Ask if permission should
be adapted "on the fly” (to

stricter ones)

(Ask "on the fly” only if predicted permission preferences "suggest” permission changes)
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