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THE AI WAVE
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AI IS EVERYWHERE, AND IT DISRUPTS EVERYTHING
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BUT WHAT DOES AI DO TO PRIVACY?
• Does it enhance it or undermine it?
• Is automation always desired and always desirable
• Can we even legally introduce AI in all aspects of our

lives?
• What are the considerations one must take to

integrate AI in privacy-sensitive systems?
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OUTLINE
AI for privacy Privacy for AI?

AI against
privacy
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SOOO MANY PRIVACY DECISIONS
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PEOPLE HAVE BEEN BUILDING PRIVACY
ASSISTANTS TO ADDRESS THE ISSUE

And many of these assistants now embed AI
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BUT WHAT IS THE LITERATURE ACTUALLY SAYING?
• How many papers were published?
• What are the capabilities of these AI-driven PPAs?
• How is AI integrated?
• Do they respect legal requirements?
• Which decisions are concerned?

 SYSTEMATIC LITERATURE REVIEW
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OUR METHODOLOGY
Search Query = {

  (privacy OR "data protection") AND 
  (assistant* OR agent*) AND 
  ("artificial intelligence" OR "machine*learning"
OR intelligent OR automat* OR personali*ed)

}
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SELECTION PROCESS
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Classi�cation overview
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AI-driven PPA

Source of data AI used

Type of
decision

System context

Empirical
assessment

User control
over decisions

Architecture
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Behavioral
Content of

data

Attitudinal Data type

Past decisions

Metadata

Preferences Permissions

Data sharing

IoT Mobile apps

Social media Cloud

Dataset
Accuracy

measurement
Informed Semi-automated

Specific Revoke

Local
computation

Remote
computation

ClassificationClustering Reinforcement

Logic-based

User study

Current
settings

Transparent
Non-inherently

transparent
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Federated
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TYPE OF DECISION
Permissions Preferences Data sharing
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AI USED
Transparent Non-intrinsically Transparent
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SOURCE OF DATA
• Context
• Attitudinal data
• Behavioral data
• Metadata
• Data type
• Content of data
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SYSTEM CONTEXT
Mobile

apps
IoT

Social
Media

Cloud
Intelligent

retail stores
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LESSONS LEARNED
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EVALUATION OF THESE PPAS IS POOR
1. THE EVALUATIONS OF AI-DRIVEN PPAS ARE NOT BASED
ON THE SAME OR COMPARABLE ACCURACY METRICS OR

MEASUREMENTS.

2. OUR DATA SHOWS A LACK OF USER STUDY
EVALUATIONS.

 STANDARD MEASUREMENT OF ACCURACY AND
EVALUATION, NOTABLY THROUGH USER STUDIES. 18



DECISIONS ARE USUALLY NOT PROPERLY
EXPLAINED NOR EVEN EXPLAINABLE

1. ONLY ONE OF THE SURVEYED PAPERS EXPLICITLY
ADDRESSES EXPLAINABILITY.

2. WHILE TRANSPARENCY CAN BE LEGALLY REQUIRED, AND
FOSTERS TRUST ANYWAY.

 INCLUDE EXPLANATION MECHANISMS, POST-HOC IF
NEEDED.
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SOME SYSTEM CONTEXTS ARE MISSING
1. NO PERSONALIZED ASSISTANT FOR COOKIE BANNERS.

2. NO WORK ON EMERGING TECHNOLOGY SUCH AS TAPS.
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FUTURE WORK
WE ARE BUILDING AN AI-DRIVEN PPA FOR TRIGGER-ACTION PLATFORMS

• Functioning
prototype based on
privacy pro�les

• Ongoing work on
the UIs

• Upcoming
integration of ML
models for better
personalization
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WHAT ABOUT LLM PRIVACY?
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INDUSTRIAL MASTER THESIS STUDYING
PRIVACY/EFFICIENCY TRADEOFFS

Scionova Bank

Clients

Clients 

LLM
Interaction

Fine-tuning

Provides LLM service
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PRIVACY ATTACKS
Data extraction attack

Can we retrieve sensitive data from the training dataset?
Member inference attack

Is this data record part of the training data?
Jailbreak attack

Exploiting the model to gain advantages.
Prompt leakage attack

Leaking the prompt can lead to more successful jailbreak
attacks.
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MEASURING EFFICIENCY
Time to First Token (TTFT)

Time since request submission until the �rst token is
generated.

Model Load Time
Duration taken to load the model during a cold start.

Token Throughput
Tokens per second, measured separately for prompt
evaluation and generation.

Token Counts
Total amount of tokens processed during prompt and
generation phases.
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LESSON LEARNED
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PRIVACY AND EFFICIENCY ARE NOT MUTUALLY EXCLUSIVE
AND CAN BE OPTIMIZED INDEPENDENTLY
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THE DARK SIDE OF AI
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AI AGENTS AT THE OS LEVEL
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ANOTHER EXAMPLE: FACE RECOGNITION
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TAKEAWAY
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FOR SOME CRITICAL APPLICATIONS, WE
SHOULD NOT USE AI EVEN IF IT LOOKS

USEFUL ON THE SURFACE: IT IS JUST NOT
WORTH IT
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WRAPPING UP
• When carefully integrated, AI de�nitely has its uses

to enhance privacy
• AI, like any other technology, can be designed in a

privacy-friendly way
• Although, for some uses, it can simply lead to a

dystopian future and must be avoided

“Technology is neither good nor bad; nor
is it neutral.” Melvin Kranzberg
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FINAL LESSONS
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THINK CAREFULLY ABOUT HOW TO INCLUDE
AI IN A SYSTEM

Use privacy-by-design principles.
Leverage Privacy-Enhancing Technologies.

But also question whether AI is genuinely required.
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APPLICATIONS WHICH REQUIRE CERTAINTY
DO NOT BEFIT LLMS

Stochastic output does
not go hand in hand with

legal certainty.
And sometimes it is not

even a question of
stochasticity.
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LLMS ALSO HAVE A SIGNIFICANT SOCIAL
AND ECOLOGICAL COST
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SOME OF THE CONSIDERATIONS RAISED
HERE ALSO APPLY TO SECURITY

• The automation brought by AI can enhance security
although

• We should focus our efforts to make AI systems
secure instead of falling for the hype and

• Some critical applications must be avoided if we
cannot bring formal proofs
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THANKS FOR YOUR
ATTENTION

Credits: https://betterimagesofai.org/images
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