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(Mis)Information and (Forced) Consent

1

2

1
https://twitter.com/_LoboTom_/status/1109106043706109952

2
https://www.liberation.fr/checknews/2019/03/25/

les-panneaux-de-pub-du-metro-tracent-ils-les-telephones-des-usagers_1717316
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No need to ask... ?

3
3
https://www.thedrum.com/news/2019/05/22/tfl-introduces-wifi-tracking-improve-ads 3 / 19
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“Anonymized”

4

4Rocher, Hendrickx, and de Montjoye, 2019.
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GDPR

General Data Protection Regulation in May 2018

Relevant guidelines for privacy protection

→ Transparency about data collection and processing
→ Information required for consent

DC: Data controller (legally responsible)

DS: Data subject (in other words: user)
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Challenges for the GDPR in the IoT

Toothless if not complemented with proper technologies

The Internet of Things presents difficulties

→ Numerous devices, various uses
→ Limited capacities, inappropriate/non-existent interfaces

How do we inform and manage consent in the IoT?

Intelligible and systematic information of DS?

Privacy-preserving and demonstrable consent?
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A generic framework

Provides facilities for the following requirements:

With respect to information

→ To declare DC devices
→ To receive information by DS
→ To facilitate understanding

With respect to consent

→ To minimize fatigue
→ To ensure data is collected iff consent is provided
→ To facilitate demonstration of obtention of consent

Unambiguity of formal semantics

7 / 19



Privacy in the
IoT

Mathieu
Cunche,

Daniel Le
Métayer, and
Victor Morel

Introduction

Contribution

Framework

Options

Prototype

Conclusion

Generic in the sense that...

Small number of technical requirements

Agnostic of collection protocol

Agnostic of types of devices

Agnostic of fielding configurations

Actors are represented by devices

DC by DCG

DS by DSG

Different manners to implement the framework

8 / 19



Privacy in the
IoT

Mathieu
Cunche,

Daniel Le
Métayer, and
Victor Morel

Introduction

Contribution

Framework

Options

Prototype

Conclusion

Visual representation
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Technical options

Three complementary components:

Direct

Information & Consent

Indirect

Policy managementInformation 
& Consent

PDC

Policy managementInformation 
& Consent

Information & Consent
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Direct communications

Information & Consent

DC policy broadcasted via beacons

Communication is local and P2P

Can use Bluetooth Low Energy (BLE)

Consent can be sent using Attribute Protocol (ATT)
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Indirect communications

Policy managementInformation 
& Consent

DC registries for information

DS registries for consent

Information can be a priori

Especially appropriate when interaction not needed
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Personal Data Custodian

Policy managementInformation 
& Consent

Information & Consent

Enable interactions with DS

Retrieve information

Manage consent

Definition of DS policy

Can use Pilot privacy language5

5“Analysis of Privacy Policies to Enhance Informed Consent (Extended
Version)”.
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A design space

Provides guidelines for implementations

Examples

Informing about passive sensors?

→ Use an additional device or indirect communications

Informing about moving sensors?

→ Prefer direct communications

Device with scarce resources?

→ Direct communications without pairing are not possible
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CoIoT
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Retrieving policies

Figure: Scan Figure: Registry

16 / 19



Privacy in the
IoT

Mathieu
Cunche,

Daniel Le
Métayer, and
Victor Morel

Introduction

Contribution

Framework

Options

Prototype

Conclusion

Managing Data Subject Policy

Figure: Rules Figure: My DSP
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Consent and negotiation

Figure: Negotiation

Figure: Consent for two devices
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Presentation past/future work

To conclude

A generic framework for information and consent

Feasible options

Prototype: CoIoT

Work to do on consent signature & ledger

Impact on the European ePrivacy directive?

Thank you for your attention

Check me out: http://perso.citi-lab.fr/vmorel/
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Other features of CoIoT

Figure: Bond Figure: Generic rules
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S1start S2 S3

S4 S5

S6

S7

Send(DCP, dsg)

Receive(CONSENT, dsg)Send(CONSENT, css)

Receive(Refusal, dcg)

Receive(DSP, dsg)

Prompt(DSP, dc), Set timer

Receive(Accept, dc)

Send(DCP ∩ DSP, dsg)

Receive(Deny, dc) ∨ Timer expires

R
ec

ei
ve

(D
IS

S
E

N
T

,d
sg

)

S
en

d
(D

IS
S

E
N

T
,c

ss
)

22 / 19



Privacy in the
IoT

Mathieu
Cunche,

Daniel Le
Métayer, and
Victor Morel

CoIoT
features

PPNP

Scenarios

State of the
Art

Design space

Policies match

Policies match

Provides DCP

Sends consent for DCP

Stores consent

Requests update

Returns consents

Can collect data according to the DCP

DCD CSS DCG DSG DSD

Figure: Policies match
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Request interaction from DS

Policies do not match

Requests interaction

Modifies policy

Policies match

Provides DCP

Sends consent for DCP

Stores consent

Requests update

Returns consents

Can collect data according to the DCP

DCD CSS DCG DSG DS DSD

Figure: The policies do not match at first, the DSG requests an
interaction from the data subject. The modification results in a
match.
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No collection

Policies do not match

Arms timer

Requests interaction

Timer down

DSP ∩ DCP is null

Provides DCP

Sends refusal
Requests update

Returns consents

Cannot collect

DCD CSS DCG DSG DS DSD

Figure: The policies do not match, and the data subject does not
interact
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Intersection

Policies do not match

DSP ∩ DCP is not null

Provides DCP

Sends DSP

Requests authorization

Accept

Policies match

Sends intersection

Sends consent for intersection

Stores consent

Requests update

Returns consents

Can collect data according to the intersection

DCD CSS DC DCG DSG DSD

Figure: The policies do not match, but an agreement is made on the
intersection of policies
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Similar projects

Smart places

Wombat

PawS

PPA for IoT
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Limitations of the SotA

Flaws of the related work

Cost → heavy infrastructure

Scalability → heavy infrastructure

User interaction → no negotiation

Flexibility → lack of granularity

GDPR compliance → framework devised to this end

28 / 19



Privacy in the
IoT

Mathieu
Cunche,

Daniel Le
Métayer, and
Victor Morel

CoIoT
features

PPNP

Scenarios

State of the
Art

Design space

PawS

Figure: PawS architecture

Early work6

Distinction between
assistant and proxy

P3P for privacy language

→ No negotiation
→ Requires prior

knowledge

6Langheinrich, 2002.
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Mobile location analytics opt-out

Wombat7 Smart places 8

7“Wombat: An Experimental Wi-Fi Tracking System”.
8https://smart-places.org/
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Personalized Privacy Assistant for the IoT

CMU project9

IoT Resource Registries

IoT Assistant

Possibility to set privacy
preferences through an
assistant

→ Registration
mandatory

→ GDPR?

9Das et al., 2018.
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IoT registry

CMU project10

Smart building

Online registry of devices

Information about data
collection and processing

→ Costly and specific

→ Heavy infrastructure

10Pappachan et al., 2017.
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IoT Assistant

Figure: Privacy Assistant of CMU
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A design space

Table: Technical options for information as a function of the DC
device

Features of DC device Direct communications
without beacon

Direct communications
with beacon

Indirect communica-
tions

Passive sensor 7

Active sensor with ex-
tensible protocol

(7)

Active sensor without
extensible protocol

7

Fixed sensor
Moving sensor (7)
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A design space

Table: Technical options for consent as a function of the DS device

Features of the
DS device

Direct commu-
nications with-
out pairing

Direct com-
munications
with pairing

Indirect com-
munications

A priori en-
forcement

A posteriori
enforcement

Device with ex-
tensible protocol

(7) (7)

Device with-
out extensible
protocol

7

Device with sub-
stantial resources

(7) (7)

Device with
scarce resources

7

Systematic col-
lection process

7

Selective collec-
tion process

(7)

Pre-existing rela-
tionship
No pre-existing
relationship

7
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